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01 /4TO 3TO NGINX / FIELD GUIDE
OAVH KOMMNMOHEHT Ha Kpalw. HecKonbKO ponen.
NGINX npnHumaeT HTTP-Tpadhuk n pellaeT, Kyda BeCTU 3anpoc.

WEB-SERVER
OTOAET CTaTUKy APP / API

REVERSE PROXY
nepepaéT 3anpoc NPUJIOKEHUIO

STATIC FILES

LOAD BALANCER
pacnpepenseT 3anpockl No upstream

NGINX He 3aMeHseT npuioxxeHue: busHec-NpaBo MoJsib3oBaTens
0ObI4HO MPOBEPSAETCH B NMPUNOXKEHUMN,

o
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https://nginx.org/en/docs/beginners_guide.html
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https://nginx.org/en/docs/http/ngx_http_ssl_module.html

02 / MOAEJIb NGINX / FIELD GUIDE

Master ynpasnsaet. Workers oocny>xuBalorT.

CobbITUIMHaAs Moaenb 06Cy)XMBAaeT MHOXECTBO coeanHeHUn paboynmMm npoLieccamu,

KOHTEKCT KOH®UI'YPALLUA

MASTER .
WORKER 01 WORKER 02 WORKER 03 mailn
YuTaert KOch"r coepuHeHus coepuHeHus coepuHeHus
ynpasnseT

events

Workers obpabaTbiBaloT coegnHeHus; master ynpasnseT

npoueccamum. http

server

location

InpeKTnBa 00JI>)KHA CTOATb B AOMYCTUMOM KOHTEKCTE.

®
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03/ NYTb 3ANMPOCA

MNATb BOPOT A0 OTBeTa

OwWwnbKy UK No Tpacce, a He Mo O4HOMY NoAo3puTensHoMy 610KY.

LISTEN SERVER URI LOCATION

IP: nopTt Host / SNI HOpMan3aumsa Kakomn 610K Bblnrpan?

Cnepnyilowmm CcJsion: npoBepkKa nNnpaB B NPUJIOKEHUMN.

o
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HANDLER

dann / upstream / oTeeT
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04 / ROUTING NGINX / FIELD GUIDE

location: prefix MoXXeT npourpaTtb regex

Exact (=) = cambi onnHHbIN prefix — nepsbin regex; ~~ oCTaHaBJ/IMBAET MPOBEPKY regex.

location /private/ { deny all; } TECT-3ANPOCBHI
location ~ \.php$ { proxy pass http://app:9000; }

® /private
/private/export.php MoXxeT nonactb B regex u YUTu B ® /private/
app.

® /private/export.php
location = /private { return 403; }

location ~~ /private/ { return 403; }

® COCEeOHUA NEeruTUMHbIA NyTb

Ecnm gocTyn 3aBUCUT OT PO — MPOBEPSN B
NPUIOXKEHNN.
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NGINX / FIELD GUIDE

root u alias 3apaloT pa3Hbie NyTU

ConocTtasb URI ¢ hannnoBbIM NyTEM, 3aTEM MPOBEPbL, 4TO KaTasior Boobuie MoXXHO nNybankoBaTb.

URI -» NYTb HA OUCKE

root /srv/site; /assets/a.css - /SrV/Site/assetS/a.CSS autoindex on = AUCTUHI KaTasoros

lwmnpokuin web-root — dotfiles / backups

FlEE R E e B /assets/a.css - /srv/assets/a.css
CekpeTbl aep>xaTb BHe public-kaTasora

OTpenbHbin public-root - nucTuHr Boikno4yeH - dotfiles n backups 3akpbiTbl TO4€YHBIMU NPaBUJIaMM
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06 / VIRTUAL HOSTS NGINX / FIELD GUIDE

HeunsgecTHbiM Host He poN)>KeH BbIOMpaTh C/IYy4HaMHbIN
caumT

server_name _; He aBndeTca wildcard. Fallback 3apaéT default_server gnsa listen-agpeca u nopTa.

HOST - BbIBOP VIRTUAL SERVER
server {
listen 80 default server;
® known.example - cBoi server server name

return 404;
}

.

® api.example - cBoW server

® unknown.example - default server

Mposepb n Host, n nosegeHne TLS/SNI Ha ycTaHOB/IEHHOW
BEpcuun.
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07 /| UPSTREAM

OAuvH / MeHAeT NYyTb NPUJI0>KEeHUs

proxy_pass ¢ URI 3ameHseT cosnaBwuin prefix; 6e3 URI coxpaHaeT NCXOAHbIN MYyThb.

C URI B PROXY_PASS

location /api/ { location /api/ {

proxy pass http://api:8080/; proxy pass http://api:8080;

} }

/api/users - /users /api/users - /api/users

CBepb NyTb, KOTOPbIX peanbHO XaeT backend. He yragbiBan no cnswuy.
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08 / TRUST BOUNDARY NGINX / FIELD GUIDE

Forwarded-3arosnoBokK He yaocTtoBepseT JIMYHOCTDb

KnneHT MoxeT npucnatb X-Forwarded-For cam. [loBepsn TOJIbKO M3BECTHOWN Proxy-Lieno4vke.

APP
KJIMEHT EDGE NGINX
noppensHbin header BMamT peer IP AOBeP;fJX';OﬂbKO

& DS allrec cege Ecnun nepen NGINX ectb LB, 3apan
proxy set header X-Real-IP $remote addr; TouHble trusted CIDR. NpaBa Ha 06beKT

proxy set header X-Forwarded-For $remote addr; a phedelaf ehilanr gLl e 2ol
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NGINX / FIELD GUIDE

TLS 3awimLlaeT TPaAHCNOPT. 3aroJIoBKU 3a4aloT
OTAeJIbHYIO NOJIUTUKY.

[MpoBepb cepTUdPUKAT N KNOY, YCTAHOBIEHHYIO TLS-MOMNTUKY U OTBETbI He TOJIbKO ¢ KogoMm 200.

HTTP RESPONSE

ssl protocols TLSv1.2 TLSvl.3;
ssl certificate /etc/nginx/tls/fullchain.pem;

add header X-Content-Type-Options nosniff always;

ssl certificate key /etc/nginx/tls/private.key;

Knto4 oCcTyneH ToJIbKO HY>XHOMY MpoLeccy

MpaBnno add header MoXXeT He yHacnenoBaTbCA OXXMaaeMbiM 0b6pa3om

HSTS includeSubDomains BKJIt04an, TOJIbKO €C/11 BCe NoaaOMeHbl roToBbl K HTTPS
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10 / AVAILABILITY NGINX / FIELD GUIDE

JINMUTBI: YacCTb KOHTPaKTa cepBMuca

OrpaHnyeHne He Ao/KHO cnacaTbk OoT DoS LeHon NoJsIoMKKU HopMasbHOro upload nnan Bxoaa.

O>XXWUAOAEMbIN PE3YJIbTAT
http {

limit req _zone $binary remote addr zone=login:10m rate=5r/s; BaJINAHbIN 3aNpPOC NPOXOANT

server {

: : NMOPOroBbI pasMep NPOXoANT
location /login/ { p Y P Npoxon,

client max body size 2m; . -
- = y_ ' CNNWKOM 6oNnbLION —» OXMUOaEMbIA OTKa3

limit req zone=login burst=10 nodelay;

limit req status 429; OypCcT — HacTpoeHHbIN rate-limit cTaTyc
}
} 5 r/s n 2 MB yka3aHbl TOJILKO AOJ1 npuMepa.
}
@
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NGINX / FIELD GUIDE

OnyonukosaHHbIiM backend nossonsetr oot NGINX

KoHpur Ha edge He 3awimuiaeT NpsaMon Ny6anYHbIN MOPT MPUTOXKEHNA.

INTERNET NGINX :80 APP :8080 public

APP :8080 private

INTERNET NGINX :80 public ST

Mybnukymn Tonbko 3apyMmaHHbin edge-nopT. Backend octaBnam B Hy>kHon Compose-ceTu.
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12 / AYOUT NGINX / FIELD GUIDE

CHavyana cobepu pakTU4HeCKMn MapLUpyT

MuHu-npouenypa nepen npaBkon HesHakoMoro nginx.conf.

01 nginx -t 02 nginx -T 03 listen - server - location
CUHTAKCUC U 3arpysKa KoHurypauum nTorosas KoHpuUrypaumsa + includes KaKOW MapLipyT BblUrpbiBaeT?

04 root / alias / proxy_pass 05 HeraTUBHbIM + NO3UTUBHbLIN curl 06 NOBTOPUTb TecCcTbl nocne ¢ukca
KyZa peasibHo yxoout URI? LOCTYM 3aKPbIT? PYHKLUA XKNBA? security n regression BMmecTe

nginx -T MO>XXeT NoKa3aTb YyBCTBUTEJIbHbIe 3HA4YE€HUA, He NyO6JIMKY#A BbIBOA, LLeJINKOM.
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https://nginx.org/en/docs/switches.html

Havnaou 4 olunbKm

KoHTpakT: backend xgeTt nyTb /api/...; /private/ nonxeH ObITb 3aKPbIT BCEM.

server {
listen 80;

server name _; Hanaun yetbipe
root /Srv/apps npo6bnemsbl. lna Ka>k aoun
Ha30BU TECT, KOTOPbIN

autoindex on; noaTeepaunT 3ddexT.

location /private/ { deny all; }

location ~ \.php$ { proxy pass http://app:9000; }

location /api/ { proxy pass http://api:8080/; } Mocne Kaxgoro pukca:

} HeraTuBHbLIA N MO3NTUBHbBLIN
TecT.
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14 /| PA3SBOP NGINX / FIELD GUIDE

PUKC: NpaBuJIO U AokKasaTeNbCTBO

Ka)K,EI,OMy N3MEHEHWNIO CONOCTaBb OXXNOAaEMbIN TECT.

HOST listen 80 default_server; + ABHbIN O0TKa3 Hen3BecTHOMY Host

FILES root /srv/app/public; - autoindex off; - cekpeTbl BHe public

PRIVATE location = /private + location ~~ /private/; npaBa nonb3oBaTend npoBepseT MNpPUIOXEHNE
API ybepu 3aBepuwatowmn /, ecnu backend ponxeH nonyuutb /api/...

Hy>xXHbIW OoTKa3 paboTaeT - nernTuMHbLIA NyTh paboTaeT - backend HepocTyneH HanpsAMylo - nginx -t YucTbIn
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15 / B KAPMAH NGINX / FIELD GUIDE

NMNATb BONPOCOB, KOTOPbIE JIOBAT 00/bLUYIO YacCTb
OLLUUNOOoK

CHa4vana AokaXku MmaplpyT. NoToM MeHA NpaBuIo.

‘ PORT ‘ SERVER ‘ LOCATION FILE / UPSTREAM APP AUTH

o1 Kakon listen npnHnmaeT coeguHeHmne?

02 Kakon server BbibpaH ons atoro Host/SNI?
03 Kakon location peanbHo nobegnn?

04 Kakon cann nnm URI nonyymn upstream?

05 KTo npoBepseT NpaBo NoJib30oBaTesisa: edge v npuioxxeHme?

PORT - SERVER - LOCATION - FILE / UPSTREAM - APP AUTH
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APPENDIX / PRIMARY SOURCES

NCcTOYHUKMU - NGINX

NGINX / FIELD GUIDE

KnnkabenbHble NEPBUYHbIE JOKYMEHTbI; aKTyaJibHble 3HAYEHUS CBEPSIN C YCTAHOBJIEHHOW BEPCUEN.

[1] NGINX Beginner’s Guide

nginx.org/en/docs/beginners guide.html

[2] How nginx processes a request

nginx.org/en/docs/http/request processing.html

[31 NGINX core module

nginx.org/en/docs/http/ngx http core module.html

[4] NGINX autoindex module

nginx.org/en/docs/http/ngx http autoindex module.html

MNMpoBepeHo 3 Hosbps 2026 - nokyMeHTauus NGINX, Docker 1 OWASP

[5]

[6]

[71

[8]

NGINX proxy module

nginx.org/en/docs/http/ngx http proxy module.html

NGINX realip module

nginx.org/en/docs/http/ngx http realip module.html

NGINX headers module

nginx.org/en/docs/http/ngx http headers module.html

NGINX SSL module

nginx.org/en/docs/http/ngx http ssl module.html
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APPENDIX / PRIMARY SOURCES

NGINX / FIELD GUIDE

UCTOYHUKM * 3aumTa U deployment

KnnkabenbHble NEPBUYHbIE NOKYMEHTbI; aKTyaJibHble 3HAYEHUNSA CBEPSN C YCTAHOBJIEHHOW Bepcuen.

[9] NGINX limit_req module [13]

nginx.org/en/docs/http/ngx http limit req module.html

[10] NGINX command-line parameters [14]

nginx.org/en/docs/switches.html

[11] Using nginx as HTTP load balancer [15]

nginx.org/en/docs/http/load balancing.html

[12] Docker Compose services [16]

docs.docker.com/reference/compose-file/services

MNMpoBepeHo 3 HOsAbpA 2026 - nokyMmeHTaumsa NGINX, Docker n OWASP

Docker Compose networks

docs.docker.com/reference/compose-file/networks

OWASP Authorization Cheat Sheet

cheatsheetseries.owasp.org/../orization Cheat Sheet.html

OWASP HTTP Headers Cheat Sheet

cheatsheetseries.owasp.org/../P Headers Cheat Sheet.html

NGINX server names

nginx.org/en/docs/http/server names.html
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